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l0T: Definition

“Internet of Things (IoT) is an integrated part of future Internet and could be defined as a o Definition is limited: not enough to distinguish from
dynamic global network infrastructure with self-configuring capabilities based on standard web 2.0

and interoperable communication protocols where physical and virtual ‘things’ have o What is loT NOT:

identities, physical attributes, and virtual personalities and use intelligent interfaces, and R UbiqUitOUS passive computing' this does

are seamlessly integrated into the information network” not requ]re object or internet infra
« IP: not linked to a specific protocol

«  Communication technology: loT requires
communication but it not prescribes how it
must be done

 Embedded device (like RFID): there must be
a information infrastructure backend

« Applications: combination of hardware and
software

The internet of people: objects are an
important aspect

Intranet or Extranet of Things: not limited to
a small group of stakeholders (=closed-
loop in stead of open-loop)




l0T: Business Value

Operational Technology (OT):

« QOT is hardware and software that detects or
causes a change through the direct monitoring
and/or control of physical devices, processes
and events in the enterprise.

Information technology (IT):

« |T is the application of computers and
telecommunications equipment to store,
retrieve, transmit and manipulate data, often in
the context of a business or other enterprise.

Future Technology (FT):

« FT are new emerging technologies like
unmanned aerial vehicle (UAV) or Block Chain.

Business Value:

OT/IT + FT BV

loT Outcome based value
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Product as a Platform

Most Valuable Information Provider

New Business and Operating Models

I

Operations & Predictive Maintenance
Commercial Optimization

New Customer Expenence

Business Outcomes
Enable new applications to be developed for products
Secure reoccurring revenue and user base
Treat Services as R&D for products

Data and insights to create new revenue

Extend asset lifecycle

Revenue based on equipment usage

Create new opportunities for customer touch points
Avoid unnecessary product shutdowns

Digitize repetitive tasks and workflows

Reduce operating costs

Monitor production and status across locations
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loT: Concepts

Things:
*  Person to object and object to object communication scalability >

»  Digital twins: Combining the virtual world of data
with the real world of things (objects)

*  From state sensing and real-time analysis to real-time

intervention in the world '
«  Possible because of reducing cost of RFID and NFC. & —
. : Future | A
*  Messaging: ® Internet  |pternet
«  From analogue to digital messaging Extranet of Things  of Things 2
*  Broadcasting messaging & personalization via of Things and 5
- ® People &
filtering Intranet a
: of g
e  Environment; Things =
*  The environment will adapt us but we also have to

adapt the environment to make it work: adapt
building to make RF communication work

Infrastructure:

«  From cost generating infrastructure to revenue
generating infrastructure

m) *  Requires open, scalable, secure and standardized
' infrastructure



loT: The Things

Things object is based at least in the following

capabilities:

* Aunique identity

e Ability to sense and store their condition.
Condition is the status of an object obtained by
interpreting the output of sensor transducers
associated with it

* Ability to make their information (be it
identification, condition or other attributes)
available to external entities

e Ability to communicate with other objects

e Ability to take decisions about themselves and
their interactions with other objects



loT: Addressing

Internet of Things addressing:

scheme:

e Addresses must be unique inside a network

e Addresses must be reused when objects leave
Addressing must be dynamic. Address assignation
should be fully distributed

Addressing must be scalable

Support for network merge and split should be
provided

The protocol overhead must be minimized

To meet this addressing:
* Hierarchical

* Distributed

e Scalable



l0T: Idea of man

|Idea of man:
e Responsible and mature behavior, act rationally,

moral autonomy, freedom of choice
* In a highly automated and networked
environment how will people retain their self-

determination “the ability to make decisions for v
themselves” H !

1. Manipulation
€

* The right of privacy
e Theright to be calm
e Theright to make autonomous decisions

Behaviour Systea —
HF . Profiles > &’
* Accountability for action made to others
* Functional computing is replaced by human K \

centric computing.
e Ethical computing /
Access ? Influence?

Personal




loT: Law of Information

Laws of information

First Law of Information:

* Information is (Infinitely) Shareable and Can Be Shared with
Others Without a Loss of Value

Second Law of Information:

e The Value of Information Increases with Use and It Does Not
Provide Any Value, If It Is Not Used at Al

Third Law of Information:
* Information Is Perishable and It Depreciates Over Time

Fourth Law of Information:
*  The Value of Information Increases with Accuracy

Fifth Law of Information:

e The Value of Information Increases When Combined with Other
Information

Sixth Law of Information:
*  More Information Is Not Necessarily Better, related / relevant
information is important
Seventh Law of Information:
+ Information Is Not Depletable

Providing the right information ...
* Linked through a unique identifier to a physical product
... in the right granularity ...
* High information granularity, providing a new dimension of
clarity and insight
... and the right condition ...
* High information accuracy
*  Aggregation of information from various sources, such as
tags, sensors or embedded systems
. Correlation, integration, and further analysis of information
in a way that allows new insights to be derived
*  Defined syntax and semantics
... at the right time ...
* Timeliness of information
*  Access to real time information as well as to historical data
for business analysis
*  Real-time analytics and business intelligence for high
resolution management
* Intelligent real-time decision-making capability based on
real-time physical events - ... anywhere in the network ...
*  Online access and possibly offline usage
*  Mobile access
... at an appropriate price.
*  Price transparency
*  Low premium for billing service, the price should be paid for
the information rather than the infrastructure



loT: Logistics

New opportunities for logistics:
* Definition the right quantity, right time, right place, right
condition, right price, right products
* loT allows for real time logistics
* Requires real time data and data processing

* Reducing time between event and action for an
acceptable price

Information:

* The right balance: the cost of gathering information <
the benefit gained from the additional information

* Information sharing

Privacy relies on context awareness:

* People need to opt in for privacy reasons but for
context awareness this not always possible

cost

A
Value / :
Business event
Infrastructure
v cost based on
4 ‘\\ response time
\\
\\\\
.4:4 Break-even point ]
\,\\‘\
o
\__\\
\ By e
-\__\\. e ~ e ) =
Action taken ]
Time
Financial and non-financial
I incentives for information sharing
Content provided by Internet of Things Benefits
Companies ; lBUSi"T§S : Companies
nnovation -
. ' Smart business
Company ethics ! ! applications
—> New Services . .
' H Real-time analytics &
Usage ;  enabledbythe business intelligence
@ | i Internet of Things ! -
- ! : Supply-chain
© ! Front-end . visibility
% Public Institutions ' Web of Things
S |[Public services | Architecture : Public Institutions
é & offerings ' . ’[ Public services
8 . Edge devices : | & offerings
.3 and management :
8 People ‘ of resources - People
. ' 1 Smart public
[Somal Platforms ] | Back-end : [ appli ca':i i
— > Internetof Things P ment
lBuying behavior I | Core Architecture {Og':‘%v_vfsg’r:n




loT: Costs

Cost level Cost of tagging (Agarwal Cost considerations for Cost of Intemet of
2001) FEFID (Feinbieretal.  Things adoption
2008)
1 Mobile de- + Cost of the tag itself * Tags + Cost of mobile tech-
vices « Cost of applvine tags to nologies. such as data-
pm-d'uctsapp ymetag carriers (e.g., tags),
sensors, achuators or
smart devices
» Cost of applying mo-
bile technelogies to
things
2 Aggregation  » Cost of purchasing and  » Readers = Cost of purchasing
devices and mstalling tag readers in  y g pvarns 20 bk edge devices (e.g.,
software factories and‘or ware- ) cabling readers, gateways,
houses * Installation controllers, accesso-
* Tuning ries) and edgeware for
+ Controllers fixed and/or mobile
Software platform environments
* Softw : .
I[mlddleware} - IIIStﬂ].I.ﬂ.U.Dﬂ ﬂII.d techni-
cal optimisation costs
3 Integration + Systems integration costs # Integration (to legacy » Systems integrafion

systems)

costs meluding new in-
terfaces as well as nec-
essary updates, exten-
sions, of replacements

4 Training and ~ » Cost of training and re-
Iecrganisation  oIgamisation

5 Application  » Cost of implementing

application solutions

6 MNetworking = -
(technical and

oTgamisa-
tional)

7 Operational = -

* Process (incl. redes-
ign and human ele-
ments}

» Maintenance

of existing systems

+ Training cost

+ Reorgamisation / busi-
ness reengineering /
business model inno-
vation

+ Cost of implementing
mtemnal application so-
Intions beyond existing
applications

» [Cost for networking in
4N open environment,
meluding e.g., mm-
proved securty, fine
layered access control,
nmlti-directional
commumication, prod-
uct data contracts, ser-
vice level agreements,
standardised syntax
and semantics, data
conversion, synchroni-
sation, trust concepts
Cost for mamtenance

Other operational costs
for nmning (e.g., data
storage and analysis),
extending and mmprov-
mg the system
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loT: Core Architecture

Some components:
* |D systems:
* The need to support all existing unique ID
system
* Changing to another ID is just too costly
e Object name service (ONS)
* Seasons:
* Give info on the state of the real world
* Actuators:
e Give control of thing to human or service
* (Gateways:
* To connect non-ip (NIP) devices
* Federated discovery
* Federated billing
e Off-line data support schemas
e Application Level Events (ALE)

Core Architecture

‘Data | 1 |2 [.. Tn |  {Optional bypass
i Synchronization ) ] i for real-time i
< (Mobile 10T IS) ﬁ-ﬂ-----[Federated Discovery Services === negotiations with
DS Query DS Publishing Sl ol —
Interface Interface
Local ONS
ONS Query ) o
LI nterface = _.l loT Accessing Application =
) 1 Software Agent
(0T Query Interface @ Platform
Billing H (incl. synchronization capability) Agent Query | -]
Interface = loT Repositories ——+ Interface =
Federated (date, preference-sets, agents, ...) @ Decision
Billi | R i I
ling Systems loT Capture Interface endering

loTIS Capturing Application

_@

Actuation
Interface
Static Data Dynamic Daiﬂ Non-1P (NIP) Ac’ruallon
(e.g. ID) (e.g. temperature) Data Command

Universal ID & Sensor Query NIP Query Actuator Control
Data on Product Protocols Protocols Protocol

Sensor ~) [Actuator
ALE Interface @ Interface @ NIP Interface [ Interface @
Filter & Collection Filter & Collection Filter & Collection | Actuator I
Reader/Scan Sensor
Protocol B | Protocol @ NIP Protocal &
Reader/ Scanner Sensor (Network) NIP Gateways
Air Interface
Data Carrier

Edge Architecture
Interface @ { Commanc’sa’Data)
p

Component J




loT: DIY

* Being your own boss
e Garage DIY: working alone in a personal closed
environment
e Community DIY: a community of same thinking
people
* DIYisabout:
e Connecting: people do self service
* Taking control: openness of technologies and
platforms
e Diversification
* DlIYrules:
e (Cases shall be easy to open not glued together
* No special tools unless for a darn good reason
e USB-power is good, proprietary adapters are
bad
e Ease to repair by design not as an afterthought
e Ifitsnap shut it shall snap open
* "If you open it you shall not own it“-

philosophies
* DIYin programming:
* Open APl's

12



loT: Context Awareness

Context:

* Network of interconnected sensors &
actuators:

« Using the data on things

 (Connection new sensors & actuators to the
network:

« Connecting new things

 Building smart objects:
« Creating new things

Sensor (actuator) data in
DiY web apps

Use Thing Data

DiY installation
(wireless) sensors/actuators

Connect Thing

Smartening & composing
DiY tangible objects

Build Thing

~..Noo OP“

Scratch |
PicoBoard

o'l

e

o

BugLabs
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loT: Architecture

Web Cloud

RESTful API
Web Server

Event Hub

RESTful i
ol Syndicat.

Lightweight
Web Server

— Driver 1 Driver 2

User Interface Layer
Web Ul (mobile &
desktop)

J
[ o

§ sonctn & jauery ® Mashup Layer

P Mashup Editors,
%Dlpes . G\ Composition Engines,

- Scripting Languages,
@\V‘ﬂ' @ python Aggregation

/// \\\ Gateway Layer

Web Server and
RESTful API

/ \ Sensing Layer

Smart energy
meters

Device Level
F & Appliances
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l0T: Architecture

IEEE 802.15.4/ Sink Node

Bluetooth
é i,

\
\
«—
c
1%}
o

Application
Sensor/Actuator Server ! ]
Broker Node Orchestrator Node -
Nodes TE!herner/
= = Wifi
a Orchestrati rvices
( Smart Agents J Brokering Services [a ?runk Man:;eieem Sorvicas J
{ DiYSE Middleware J DiYSE Middleware [ DiYSE Middleware ]

(? RFD Platform ) : 'RFD Platform 1 ( RFD Platform ) & i B E

Information
Service

Business

/ Provider \

» Consumer
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CPaaS: Communications Platform as a Service

Connected Asset Management:

Solution for enhancing Asset Reliability, Productivity and Overall Efficiency

Connected Asset Management

[

Asset Tracking Operation
Performance
Asset Loading Monitoring
& Receiving

Asset Asset Lifecycle Predictive Asset
Management Analytics

Performance Monetization

Preventive
Maintenance
Condition
based
monitoring
Assessment of
maintenance
costs

Product
Information
Management
Safety, Secunity
& Compliance
Mgmt

Warranty
management

Predictive
Maintenance
Failure
Analytics
Risk &
Reliability
Management

Remote
Monitoring
Hire-Purchase
decisions
Usage based
pricing models

In-Transit
Monitoring
Process
Optimization
Autonomous
inspection
Compliance
enforcement

Asset
Production
Performance

Core Capabilities

» Cenftralized Data Storage
» Monetization and Subscription Services
* Machine Leaming

* API Exposure

« Edge Analytics

» |dentity Access
Management

User and Enterprise Management
Device Management & Provisioning
Real-Time Data Ingestion & Normalization

Copvright ® 2015 Accenture All nahts reserved
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CPaaS: Communications Platform as a Service

CPaaS - Logical Architecture matching IIC reference architecture CPaaS — Component Architecture

. Microsoft - Accenture Microsoft & Accenture 34 parties
CPaas Manager CPaas Industry Solution - Access Layers

APl Manager

CPaas Admin U

Business Service Exposure /AP| Manager

CPaas Industry Enablers

Core Platform Business Logic Azure Developer
Portal

/Catalog;

Mediation Monet

- Business Service Coordination and
exposure

+ IoT Entity Management (Enterprise,
Customer and Device)

+ Business Rules Management

+ Provisioning Manager

Azure
Configuration /
Monitoring

CPaas Data CPaa$ Security
Manager

Device A
JSON, CSV, Avro

A
gent IAM

torage Manager
AMQP, HTTPS Azure Blob Document DB Rule Engine

loT Hub

JSON, CSV, Avro : Azure SQL DB Table DB e

Directory /
Customer ID

Machine Leaming ;
Data Ingestion / Real Time Event Driven Data Processing ) :

¢ { £ ML Runner

- v rocessor Weblob

Cloud & Infrastructure Security

AMQP, HTTPS Validated Event Hut

Platform Administration Console

Service Administration Console and Assurance

BLOB Table s BLOB
HTTPS, Stomp, Storage - Storage Storage
™mQTT, AMQP dooint

Device & Sensors
+ Hardware and software components of a connected industry
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loT: Azure Patterns

Connection Patterns

e (Connect Direct Pattern:

 Connected direct to cloud

loT Devig l Patterns
* Field Gate Pattern = edge: SRS S (e

* Fog vs. Cloud
« Connected through a field gateway

4 . | Batch Analytics & Visualizations ','Oa m —p . n
j'- Azure HDInsight, AzureML, Power B, a P tation & \

» Protocol adaptation: E = sars i ey pare ea o N 8 eeions Conmectiity
aptation
*  No direct connections - | o D
* Field gateway translates = protocol conversion :Eg :‘ e P,:i. —A ;‘:":,mm“g A sevice, Webies
+ Integration s B e e j 5 M BEE R
: E [Hw|Taw et | - Server
Service Patterns: B« | M R cont aoteway| [ it s s Logic O . B s
M Z’:{ﬂway IoT Hub Service Fabric & Actor Framework %ﬁg%s&n HAEE
« Batch Analytics & Visualization Device Analytcs & Presentation &
Connectivity & Management Operationalized Insights Business Connectivity

* Hot Patch Analytics: microsecond decisions

« Hot Path Busines Logic: seconds / minutes



loT: Azure Components

Devices

Device Connectivity

Presentation & Action

@ App Service

Stream Analytics .rm Power Bl

Storage

a SQL Database Mach!ne
Learning
Table/Blob
@ Storage

Service Bus DocumentDB HDInsight .=

Analytics

Event Hub

Notification
Hubs

3" party

External Data .
Databases

Sources Mobile Services

@ BizTalk Services

Data Factory

Data Lake

Device-to-cloud messages

Interface

AMOQP/S and HTTP/S device-side endpoint
AMQP service-side endpoint

Device and service SDKs

Compatible with Event Hubs

Partitioned receiver, client check-pointing
Integrations with Azure Stream Analytics, Storm, ...
100% compatible with Event Hubs receivers

loT Hub services for D2C

Millions of simultaneously connected devices
Per-device authentication
Connection-multiplexing:

C2D and D2C traffic

Across multiple devices for gateway scenarios

Cloud-to-device messages

Interface

AMQP/S and HTTP/S device-side endpoint
AMQP service-side endpoint

At-least-once semantics

Durable messages

Device acknowledges receipt
(Send - Receive - Abandon OR Complete)

TTL and receipts

Per-message TTL
Per-message positive and negative receipts

Command lifecycle pattern

Use correlated D2C for responses
Use feedback information to retry
Store command state in command registry

loT Hub
D2C send feees)
endpoint 2
D2C receive .
endpoint
Q20 queve
endpoint
N
Device id 0 €2D send endpoint
il
Device ... l
loT Hub
Device management
loT Hub
D2C send oo
D2C receive
P endpoint
endpont
% PR
Device id 0 €20 send endpoint
1| Msg (=
IDevite... l I and moni ’,r-.
loT Hub E
Device ... f management
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loT: Azure Device Management

Device Management Capabilities in loT Hub

Your loT Hub w
— — e i R _ _
Ches secmcme * Register/un-register v/
- endpoint S——— s
N . - 9 * Authenticate v/
device '}. €2D send endpoint | =" )
- — * Authorize ©
Msg feedback —p | DeVice b_u§iness quic: . . . )
endpomt et i * Manage state (active/inactive/maintenance) ©
Field GW / Device .-ammyo Device provisioning a-ﬁ * Remote Co nflg uration U pd ate x
Cloud GW ! and management

* Remote Firmware Update %



loT: Azure Gateways

Field

AlUoyn,

gateway
(OPC-UA, coAP,

)

Cloud
Gateway

MQTT, custom)

loT Hub
>

Cloud and field gateways

Use cases
PAN-IP access

Protocol translation loT Hub

loT Hub capabilities L

Connection-multiplexing for multiple devices E :f — \\:
Individual device identities through gateway =
- e n
Extensible MQTT cloud gateway 0 &\ . :;:"::w : ’}’u
Patterns =
Field
Transparent vs opaque B gateway
Individual identities known to hub or not o 5™

Pull vs push

Individual devices acts as servers or maintain persistent

connection

Field Gateways

* Communication assistance
P 4 intemet/Cloud (@ ) % * Secure data flows edge <-> cloud
* Protocol translation
* Data buffering

* Manage connectivity cost
s — * Data filtering
* Data batching/aggregation

* Device management

= Pt ’ﬁ * Provisioning
A
TRANSPORTATION ENERGY INDUSTRIAL * Updates



loT: Azure Intelligent Cloud & Edge

The intelligent cloud is ubiquitous computing, The intelligent edge is a continually

enabled by the public cloud and artificial
intelligence (Al) technology, for every type of
intelligent application and system you can

envision.

expanding set of connected systems and
devices that gather and analyze data—
close to your users, the data, or both.
Users get real-time insights and

Together, they give you the ability to create a new  €Xperiences, delivered by highly
class of distributed, connected applications and, responsive and contextually aware apps.
ultimately, breakthrough business outcomes.

Video

Audio Signal

_'}*M—\‘

\
. 5
H
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loT: Azure Edge

« Data stays local

e Runtime on device:

« Connectivity & security

 Devices Backnet connected to the
Internet

« Devices can be seen as unique devices
with their own identity

« Edge can store data event and forward it
to the cloud

* Runtime manage modules:
* Add capabilities to the runtime
* You create a processing pipeline
« Modules are based on Docker container
« You can write your customer modules

Telemetry

Azure loT Edge device
Module

Protocol
ingestion

Azure |oT Edge Runtime




loT: Azure Analytics

+ (Cloud offload:
* Run cloud compute services on Edge
» For example near real-time analytics
* Azure functions
» Edge Analytics 3d party Edge Services

Telemetry

Azure loT Edge device

Module Module

Ingest Format .
ML

i Insights
Azure loT Edge Runtime

=
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OPC-UA: Overview

OPC-UA:
«  Open Platform Communication (OPC)
« Unified Architecture (UA)

« Composed of:

Internet of Things (IoT)
Web 4.0
Machine to Machine (M2M)

Industry 4.0 Requirements:

«  Bridging communication protocols and devices
« Scalable networks (IoT)

*  Secure communication

* Service according to standards

« Complex data objects

@ e Pull-Push and ad-hoc communication



Overview

Industrie 4.0 requirements OPC-UA solution

Independence of the communication
technology from manufacturer,
sactor, oparating system, program-
ming language

The OPC Foundatlon Is a vendor- non-profit . Membership ks not required
for using the OPC-UA technology of for uevebbmg()PC UA products. OPC s widely used In auto-
mation but ks technologically sector-neutral. OPC-UA runs on all operating systems - there are even
chip layer implementations without an operating system. OPC-UA can be Implemented In all lan-
guages - currently stacks In Ansl C/C++, .NET and Java are avallable.

Scalabliity for Integraled networking
Including the smallest sensors,
embedded devices and PLC
controllers, PCs, smartphones,
malnframes and cloud applications.
Horlzontal and vertlcal communica-
tion across all layers.

OPC-UA scales from 15 kB footprint (Fraunholer Lemgo) through 1o single- and multl-core hardware
with a wide range of CPU architectures (Intel, ARM, PPC, etc.) OPC-UA Is used In embedded fleld
devices such as RFID readers, protocol converters etc. and In virually all controllers and SCADA/
HMI products as well as MES/ERP systems. Projects have already been successfully reallzed In
Amazon and Microsoft Azure Cloud

Secure transfer and authentication at
user and application level

OPC-UA uses X.509 certificates, Kerberos or user/password for authentication of the application.
Slgned and encrypted transfer, as well as a rights concept at data point level with audit functionality
Is avallable In the stack.

SOA, transport via established
standards such as TCPAP for
exchanging live and historlc data,
commands and events (event/
callback)

OPC-UA Is Independent of the transport method. Currently two protocol bindings are avallable:
optimized TCP-based binary protocol for high-performance applications and HTTP/HTTPS web

service with binary or XML coded ly Publl communication model
can be Integrated. The stacks guarantee conslstent rr:lnspon of all data. Besldes live and real time:
data also historical data and thelr are In OPC-UA. Further.

more method calls with complex arguments are possible, but also alarm and eventing via token
based machanism (late poling).

Mapping of Information content with
any degree of complexity for
modeling of virtual objects 1o
represent the actual products and
thelr production steps.

OPC-UA provides a fully networked concept for an object orlented address space (not only hierar-
chical but full-meshed network), Including metadata and object description. Object structures can
be generated via referencing of the Instances among each other and thelr types and a type model
that can be extended e, S carry thelr Instance and type system, cllents
can navigate through this network and obtaln all the Information they need, even for types that were
unknown to them before. This s a base requirement for Plug-and-Produce functionality without
prior configuration of the devices.

Unplanned, ad hot communication
for plug-and-produce function with
description of the access data and
the offered function (services) for
self-organized (also autonomous)
participation In “smart” networked
ofchestration/combination of
components

OPC-UA defines different “discovery” mechanisms for Identification and notification of OPC-UA-
capable devices and thelr functions within a network. OPC-UA participants can be located local
{on the same host}, In a subnet or global fwithin enterprise). Aggregation across subnets and Intelll-
gent, configuration-less procedure (e.g. Zeroconl) are used 1o Identify and address network particl
pants,

Integration Into engineering and
semantic ext

The OPC Foundation already collaborates successfully with other organizations (PL.Copen, BACnet,
FDI, AIM, etc.) and Is currently expanding ts cooperation activitles, e.9. MES-DACH, ISAZ5, MDIS
{oll and gas Industry), elc. A naw cooperation Initlative Is with AutomationML, with the aim of oplimiz-
Ing Interoperabiiity between engineering tools.

Verlfication of conformity with the
defined standard

OPC-UA Is already an IEC standard {IEC 62541), and tools and test laboratorles for testing and
certifying confermity are avallable. Additional Iesl events (e.g. Plugfest) enhance the quallty and en
sure C . Expanded tests qul mendments (companion standards,

varlous regamhg data security and functional safety are per-
formed by external test and certification bodies.

OPC-UA:

o Sernvice Set
[irbute
ams
Service Set rrgeTs
(Data Access,
Historical
Data Access)

Subscription
Service Set
(Alarms &
Conditions)
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OPC-UA: Overview

Vendor Specific Extensions

Field Bus

Transport Mata Model
Hi Limit

4840 443
OPC-UA layer model OPC-UA transport profiles
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OPC-UA: Overview

Field Bus

Pressure Temp
Xmitter Xmitter

Abstract UA Model
Specification
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OPC-UA: Overview

Cllent platform Server platform

Authorization and

User security token access control Server
objects

- Authentication of
% client, server, messages

I — I
B

Option: Publish/Subscribe in the Cloud
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