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“Internet of Things (IoT) is an integrated part of future Internet and could be defined as a

dynamic global network infrastructure with self-configuring capabilities based on standard

and interoperable communication protocols where physical and virtual ‘things’ have

identities, physical attributes, and virtual personalities and use intelligent interfaces, and

are seamlessly integrated into the information network”

• Definition is limited: not enough to distinguish from 
web 2.0

• What is IoT NOT:

• Ubiquitous passive computing: this does 
not require object or internet infra

• IP: not linked to a specific protocol

• Communication technology: IoT requires 
communication but it not prescribes how it 
must be done

• Embedded device (like RFID): there must be 
a information infrastructure backend

• Applications: combination of hardware and 
software

• The internet of people: objects are an 
important aspect

• Intranet or Extranet of Things: not limited to 
a small group of stakeholders (=closed-
loop in stead of open-loop)

IoT: Definition



Operational Technology (OT):

• OT is hardware and software that detects or 
causes a change through the direct monitoring 
and/or control of physical devices, processes 
and events in the enterprise. 

Information technology (IT):

• IT is the application of computers and 
telecommunications equipment to store, 
retrieve, transmit and manipulate data, often in 
the context of a  business or other enterprise. 

Future Technology (FT):

• FT are new emerging technologies like 
unmanned aerial vehicle (UAV) or Block Chain. 

Business Value: 

OT/IT + FT BV

IoT Outcome based value
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IoT: Business Value



• Things:

• Person to object and object to object communication

• Digital twins: Combining the virtual world of data 
with the real world of things (objects)

• From state sensing and real-time analysis to real-time 
intervention in the world 

• Possible because of reducing cost of RFID and NFC.

• Messaging:

• From analogue to digital messaging

• Broadcasting messaging & personalization via 
filtering

• Environment:

• The environment will adapt us but we also have to 
adapt the environment to make it work: adapt 
building to make RF communication work

• Infrastructure:

• From cost generating infrastructure to revenue 
generating infrastructure

• Requires open, scalable, secure and standardized 
infrastructure

IoT: Concepts



Things object is based at least in the following 
capabilities:
• A unique identity
• Ability to sense and store their condition. 

Condition is the status of an object obtained by 
interpreting the output of sensor transducers 
associated with it

• Ability to make their information (be it 
identification, condition or other attributes) 
available to external entities

• Ability to communicate with other objects
• Ability to take decisions about themselves and 

their interactions with other objects
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IoT: The Things



Internet of Things addressing:
scheme:
• Addresses must be unique inside a network
• Addresses must be reused when objects leave
• Addressing must be dynamic. Address  assignation 

should be fully distributed
• Addressing must be scalable
• Support for network merge and split should be 

provided
• The protocol overhead must be minimized

To meet this addressing:
• Hierarchical
• Distributed
• Scalable
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IoT: Addressing



Idea of man:
• Responsible and mature behavior, act rationally, 

moral autonomy, freedom of choice
• In a highly automated and networked 

environment how will people retain their self-
determination “the ability to make decisions for 
themselves”

• The right of privacy
• The right to be calm
• The right to make autonomous decisions
• Accountability for action made to others

• Functional computing is replaced by human 
centric computing.

• Ethical computing
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IoT: Idea of man



Laws of information

• First Law of Information: 

• Information is (Infinitely) Shareable and Can Be Shared with 
Others Without a Loss of Value

• Second Law of Information: 

• The Value of Information Increases with Use and It Does Not 
Provide Any Value, If It Is Not Used at All

• Third Law of Information: 

• Information Is Perishable and It Depreciates Over Time

• Fourth Law of Information: 

• The Value of Information Increases with Accuracy

• Fifth Law of Information: 

• The Value of Information Increases When Combined with Other 
Information

• Sixth Law of Information: 

• More Information Is Not Necessarily Better, related / relevant 
information is important

• Seventh Law of Information: 

• Information Is Not Depletable 

Providing the right information …
• Linked through a unique identifier to a physical product 

... in the right granularity …
• High information granularity, providing a new dimension of 

clarity and insight 
… and the right condition …

• High information accuracy
• Aggregation of information from various sources, such as 

tags, sensors or embedded systems
• Correlation, integration, and further analysis of information 

in a way that allows new insights to be derived
• Defined syntax and semantics 
... at the right time …

• Timeliness of information
• Access to real time information as well as to historical data 

for business analysis
• Real-time analytics and business intelligence for high 

resolution management
• Intelligent real-time decision-making capability based on 

real-time physical events · ... anywhere in the network …
• Online access and possibly offline usage
• Mobile access 
... at an appropriate price.

• Price transparency
• Low premium for billing service, the price should be paid for 

the information rather than the infrastructure
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IoT: Law of Information



New opportunities for logistics:
• Definition the right quantity, right time, right place, right 

condition, right price, right products 
• IoT allows for real time logistics

• Requires real time data and data processing
• Reducing time between event and action for an 

acceptable price

Information:
• The right balance: the cost of gathering information < 

the benefit gained from the additional information
• Information sharing

Privacy relies on context awareness:

• People need to opt in for privacy reasons but for 
context awareness this not always possible
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IoT: Logistics
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IoT: Costs



IoT: Core Architecture

Some components:
• ID systems:

• The need to support all existing unique ID 
system 

• Changing to another ID is just too costly
• Object name service (ONS)

• Seasons:
• Give info on the state of the real world

• Actuators: 
• Give control of thing to human or service

• Gateways:
• To connect non-ip (NIP) devices

• Federated discovery
• Federated billing
• Off-line data support schemas
• Application Level Events (ALE)
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• Being your own boss
• Garage DIY: working alone in a personal closed 

environment
• Community DIY: a community of same thinking 

people 
• DIY is about:

• Connecting: people do self service
• Taking control: openness of technologies and 

platforms
• Diversification

• DIY rules:
• Cases shall be easy to open not glued together
• No special tools unless for a darn good reason
• USB-power is good, proprietary adapters are 

bad
• Ease to repair by design not as an afterthought
• If it snap shut it shall snap open
• "If you open it you shall not own it“-

philosophies
• DIY in programming:

• Open API's
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IoT: DIY



Context:

• Network of interconnected sensors & 
actuators: 

• Using the data on things

• Connection new sensors & actuators to the 
network: 

• Connecting new things

• Building smart objects: 

• Creating new things
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IoT: Context Awareness
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IoT: Architecture



15

IoT: Architecture
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CPaaS: Communications Platform as a Service

Connected Asset Management:



CPaaS: Communications Platform as a Service



Connection Patterns

• Connect Direct  Pattern: 

• Connected direct to cloud

• Field Gate  Pattern = edge: 

• Fog vs. Cloud

• Connected through a field gateway

• Protocol adaptation:

• No direct connections

• Field gateway translates = protocol conversion 
+ integration

Service Patterns:

• Batch Analytics & Visualization

• Hot Patch Analytics: microsecond decisions

• Hot Path Busines Logic: seconds / minutes

IoT: Azure Patterns
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IoT: Azure Components
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IoT: Azure Device Management
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IoT: Azure Gateways



The intelligent cloud is ubiquitous computing, 
enabled by the public cloud and artificial 
intelligence (AI) technology, for every type of 
intelligent application and system you can 
envision. 

Together, they give you the ability to create a new 
class of distributed, connected applications and, 
ultimately, breakthrough business outcomes. 

The intelligent edge is a continually 
expanding set of connected systems and 
devices that gather and analyze data—
close to your users, the data, or both. 
Users get real-time insights and 
experiences, delivered by highly 
responsive and contextually aware apps. 
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IoT: Azure Intelligent Cloud & Edge



• Data stays local

• Runtime on device:

• Connectivity & security

• Devices Backnet connected to the 
internet

• Devices can be seen as unique devices 
with their own identity

• Edge can store data event and forward it 
to the cloud

• Runtime manage modules:

• Add capabilities to the runtime

• You create a processing pipeline

• Modules are based on Docker container

• You can write your customer modules
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IoT: Azure Edge



• Cloud offload:

• Run cloud compute services on Edge

• For example near real-time analytics

• Azure functions

• Edge Analytics 3d party Edge Services
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IoT: Azure Analytics



OPC-UA:

• Open Platform Communication (OPC)

• Unified Architecture (UA)

• Composed of:

• Internet of Things (IoT)

• Web 4.0

• Machine to Machine (M2M)

Industry 4.0 Requirements:

• Bridging communication protocols and devices

• Scalable networks (IoT)

• Secure communication

• Service according to standards

• Complex data objects

• Pull-Push and ad-hoc communication
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OPC-UA: Overview
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OPC-UA: Overview
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OPC-UA: Overview
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OPC-UA: Overview
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OPC-UA: Overview


